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TIME WINDOW
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C. Anderson
Watch Analyst

TRACKED ENTITIES a (1 —
ENTITY TYPE THREAT SCORE LAST SEEN
4. Karton Group 92 14 -
\Z ENT-7A21 @ s smEm {10
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O ENT-PI34 e e —— . | 1111 S0
2 MV Sea Voyager B 74 e
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ENT-N552 CL LU
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O Jamal K. Hassan o 42
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ENT-N993 - .
: Port Al-Safir 28
14 [ ]
@ & ENT-F441 ‘i = 1240
Logistics Cell Bravo 22 14 °
@ ENT-NTT @ ez1em it
O Local Contact98 0O 18 14 s
& enT-Pose 2 (it
180°
5 INGEST RATE: 2.4K / MIN 3 LAST REFRESH: 14:32:12 UTC
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@ Overview Sources [+ Register source
{c:} Missions

All Active Degraded Offline Retired Discipline  All v
] Cases
0} Ereitl Name + Discipline Status Reliability () Region Feeds Last Activity «
~n ntities
= @  OSINT-Feed-Alpha " OSINT | ACTIVE 82 mmmmmm Global 124 May 15, 2025 09:42
Indicators e ==
@ e - (@) | SIGINT-Station-Bravo SIGINT | ACTIVE 76 EEmEmEEN EMEA 98 May 15, 2025 08:17 see
servations : :
Q Alerts tﬂ GEOINT-07 . GEOINT ACTIVE 9] mEEITEEN APAC 156 May 15, 2025 10:03 iia
|
@ Reports _ & _ HUMINT-Network-Delta [ HUHINTJ [ DEGRADED :I 58 mEEIE LATAM 37 May 15, 2025 07:31 ans
@ Sources | CYBER-Sensor-11 | CYBER | ACTIVE 88 EEEINEEE Global 203 May 15, 2025 10:12 ces
Requirements @ SIGINT-Relay-Charlie : SIGINT PROVISIONING 45 mEEE us 12 May 15, 2025 06:14 =E
Tasks 3 | GEOINT-UAV-12 GEOINT | OFFLINE 0 AFRICA 0 May 14, 2025 22:48
.. B | OSINT-Feed-Echo ; OSINT , [ DEEHADED___I 63 - NA 64 May 15, 2025 05:59 cee
Showing 1 to B of 8 results < 1 >
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Tasks
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« Back to Sources

g SIGINT-Station-Bravo
™y

4+ SIGINT ® ACTIVE

Reliability score ()
Operational region

HIGH RELIABILITY Eastern Sector

Consistent performance

82 /100 and validated reporting. LICH
12
Overview Feeds Collection Plan Observations Indicators Tasks Notes
Feeds 4
Bravo-Primary ® CONNECTED  + Bravo-Backup @ STALE :
Ingest count Last ingest Ingest count Last ingest
2 1,284 12m ago 645 1h 42m ago

@ Common Operating
Picture

&« Collapse

Endpoint
tcp://10.20.31.15:6010

Format

STANAG 4609 (XML)

4 Record ingest Status W

Endpoint
tcp://10.20.31.16:6010

Format

STANAG 4609 (XML)

4+ Record ingest Status W

S
-

E First seen

Mar 14, 2022

History

Bravo-DF-Channel ® ERROR  :
Ingest count Last ingest
128 3h 15m ago
Endpoint
udp://10.20.31.17:5022
Format
Proprietary (BravoDF)
4+ Record ingest Status v

Bravo-Expedient

Ingest count

0 =

o 3

Jonathan Hayes
Analyst

/" Edit W] Retire source

E Last updated

May 24, 2025 09:14
by Jonathan Hayes

+ Add feed

® DISCONNECTED &

Last ingest

Endpoint
tcp://10.20.31.18:6010

Format

JSON Lines

4 Record ingest Status
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Enter source name...
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E B O Do
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e ———————— R el

Region

Enter region or area of operation...

Description

Enter a detailed description of the source...

Tags

' priorityhigh % collection:signals X Add tag...

=N

RELLABILITY

g? ——

HE ——

83 —-—————

71 ——

£ ——

88

59 e—
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STATUS
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ACTIVE
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+ Register Source
ACTIONS
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Collection Requirements ©

Approved

‘ All Draft 12 Submitted 8
& FLASH SECRET
Identify Cobalt C2 infrastructure
TASKED « Due: May 18, 2025
2 Requester Alex Morgan
+= Tasks + 3 >
[ () Mark Satisfied
O ROUTINE SECRET

Monitor phishing lure domains
SATISFIED + Due: May 5, 2025

=]

~ Requester Olivia Chen

:= Tasks - 4 >

Showing 1 to 6 of 66 requirements

Q Search across missions, entities, indicators...

All Missions

Mission

15 Tasked 10 Satisfied 21

®© IMMEDIATE SECRET
Map adversary network nodes

APPROVED + Due: May 24, 2025

2 Requester Jessica Lee

i= Tasks * 5 >
®© IMMEDIATE SECRET
Identify data staging locations

TASKED | + Due: May 21, 2025
B, Requester Marcus Hale
i= Tasks - 3 >

[ ® Mark Satisfied

. A

= L’ ‘? Alex Morgan

Senior Analyst

v { + New Requirement ]

W PRIORITY SECRET

Collect FIN7 command channels

SUBMITTED + Due: May 29, 2025

2 Requester Daniel Ruiz
:= Tasks » 2 >
W PRIORITY SECRET

Assess VPN service abuse

DRAFT =+ Due: Jun 3, 2025
~ Requester Sophia Patel

i= Tasks * 1 >



[El CLASSIFICATION: SECRET // NOFORN

.3

IntelWatchtower £22  Global Operations v (Q  Search missions, cases, entities, indicators... Ctrl + K ﬁ_ an ias;::ntMltche'll
= -/ nalys

€3 Overview Collection Tasks
Tasking orders and collection management.

'@- Missions

All Pending @ 12 Dispatched 8 Collecting @ Completed = 24 Failed | 3 Cancelled @ 2
=) Cases —
Source Requirerment
.. All Sources e All Requirements e ‘T Filters Reset
P% Entities = >
@ Indicators Instructions 7. Source 7. Requirement 7. Status 7. Window 7. Result Summary 7.
M ]
(© Observations [©) Geolocate vessel MV Northern Star SIGINT-Station-Bravo REQ-2025-0412 PENDING M;: gg’ gggg gggg - Es
May 25, 2025 14:00
ﬁl Alors @ Intercept comms on node cluster SIGINT-Station-Alpha REQ-2025-0410 DISPATCHED Mg 25 2022 22-00 Dispatched to platform e
@ Collect imagery of port facility IMINT-Sat-Delta REQ-2025-0398 COLLECTING m:: ig gggg ?ggg 40% complete
@ Reports ; ’
M 4 ] !
@ Monitor maritime AlS around AQI OSINT-MaritimeFeed REQ-2025-0405 COMPLETED May ; 4’ gggg gggg 312 unigue contacts see
{t ]} ay # -
‘A’ Sources
- : : May 23, 2025 10:00 :
) @ SIGINT collection on target callsign SIGINT-Station-Bravo REQ-2025-0387 COMPLETED May 23, 2025 22:00 27 files / 1.3 GB
bl @ Cyber collection on IP ran CYBER-Node-7 REQ-2025-0371 FAILED jlay ~2 20 100 Connection timed out ses
yber collection o range May 22, 2025 20:00 onnection timed ou
: : : May 21, 2025 09:00 : =
_ @ Collect HUMINT reporting HUMINT-Field-Unit-3 REQ-2025-0364 DISPATCHED May 21, 2025 17:00 Dispatched to asset
[ Technical surveillance on device ID TECH-Collector-2 REQ-2025-0355 PENDING | Moy 0ygtisg Zoi00 -

May 21, 2025 04:00

¢ Collapse Showing 1 to 8 of 55 tasks i 3 7 2 10 / page v
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[ 5
_ -:::v} Record observation X
3 Dashboard Observations
. . &, Export
est, review, ar Source * Observed at *
{53 Observations 7 '
’ Sﬁ GEOQINT-07 v ‘ | ] 2025-05-12 14:32 Z v
All 1,248 Map| \ : = Filters ~
M Map
Summary *
& , Q
co Entities Describe the observation in detail...
ok indicat D NTITY SOURCE OBSERVED AT
{! naicators u‘rzﬂm
e 0OBS-2025-0512-0001 Threat Actor Cobalt GEOQINT-07 2025-05-12 14:322
Tasks Latitude * Longitude *
s 0OBS-2025-0512-0002 ' WL Merchant Vessel Orion  OSINT-02 2025-05-12 13182
l 25.7617 - ‘ -80.1918 S ‘
&) Reports L
e (QBS-2025-0512-0003 Inknown Drone Group SIGINT-03 2025-06-12 12:477
Q. Task (optional) Entity *
Alerts
¢ 0BS-2025-0512-0004 Supply Convoy Alpha GEOINT-07 2025-05-12 11.052
’ Select a task... v ‘ | (). Threat Actor Cobalt X v ‘
& Collections 0B8S-2025-0512-0005 Threat Actor Cobalt HUMINT-01 2025-05-12 09:282
Details (JSON) () 4! Format (¥ Validate
Playbooks 0BS-2025-0512-0006 — - e — — Fishing Vessel OSINT-02 2025-05-12 08:442
1
0BS-2025-0512-0007 2 “"speed_kn": 24, Unknown Drone Group  GEOINT-07 2025-05-12 07:332Z
£33 Settings i s
3 heading": 87,
0BS-2025-0512-0008 4 "confidence": “HIGH" Merchant Vessel Orion SIGINT-03 2025-05-12 06:212
5
0B8S5-2025-0512-0009 Threat Actor Cobalt GEQINT-07 2025-05-11 23:592
0OBS-2025-0512-0010 Supply Convoy Alpha HUMINT-01 2025-05-11 22:17Z
Showing 1 to 10 of 1,248 re 3 4 5 125 ? 10 / page v
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CLASSIFICATION: SECRET // REL TO USA, FVEY & Need to Know v © No Controls v ® uTC14:3211 v

Overview Tracked Entities + New Entity

Monitor and manage all tracked entities across your operations.
@ Missions

B ‘Caste [ = Al J ® Low ® Moderate @ High ® Confirmed Y All Types v
£ Entities NAME & TYPE CONFIDENCE % THREAT SCORE 4 ALIASES LAST SEEN %
@ Indicators £, Threat Actor Cobalt PERSON CONFIRMED 85 u_ - Cobalt Group  TA-COBALT  +2 2h ago ®
{© Observations wae MV Northern Star VESSEL HIGH 2 D— 155 Northern Star  IMO 9384756 5h ago ®©
0 Alerts 12 Iw  Facility K-12 FACILITY HIGH 73 E‘]_' = K-12 Site  Plant 12 1d ago ©
Reports @ Node 185.220.101.42  NETWORK_NODE MODERATE 48 7 185.220.101.42  node-185 3h ago ®©
& Sources i@}  Red Horizon Group ORGANIZATION CONFIRMED 90 0_1 o RHG  Red Horizon  +1 30mago
Requirements 4 skyward Logistics 77 AIRCRAFT MODERATE 37 ::;_. e SL77  N772SL 6h ago ©)
Tasks ®  unit61-Alpha PERSON HIGH 68 D_’ e 61-Alpha  UE1-A  +1 4h ago ®
i'i'i Black Meridian Ltd. ORGANIZATION LOW 22 D“' . 300 BML  Black Meridian 2d ago ®
Showing 1 to 8 of 8 entities < |3 >

<« Collapse
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Indicators

Alerts
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Investigations

Dl

Reports

Collections

Playbooks

Threat Intel

@

;)

Data Feeds

ADMIN
24 Users

3 Workspaces
{8} Settings

:5 Audit Log
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CLASSIFICATION: SECRET // REL TO USA, FVEY + HANDLE VIA INTELWATCHTOWER OMNLY

@® Global Operations v

Entities » Threat Actor Cobalt

f

ok

THREAT SCORE () ALIASES (D
Cobalt Group Cobalt Strike
Cobalt Tempest Cobalt Kitty
8 2 TA-0007 Cobalt Wizard
/ 100
HIGH RISK TEMP.COBALT UNC2630
A%;IJ Vil :QEEE:E;QD View all aliases (12)
Overview Indicators Relationships 24 Activity 156 Timeline
I:] INDICATOR TYPE 2 VALUE
o cobalt-update[.Jcom (2 DOMAIN cobalt-update[.Jcom
[J  185.220.101.45 2 IP ADDRESS 185.220.101.45
O 2cde7elbdb2aTedflc7e8b0d3... [ FILEHASH (SHA256)  2cdeleObdb2aTedf1c7eBb0d3...
(] cobalt-beacon[.]Jnet 4 DOMAIN cobalt-beacon[.]net
O 109.248.166.39 (=& IP ADDRESS 108.248.166.39
Showing 1 to 5 of 127 results K £ 1

Threat Actor Cobalt

First Seen: 2017-04-12

Last Seen: 2024-05-10

Bl ORGANIZATION

Created: 2018-03-22

1l HIGH

COORDINATES (O

Country of Origin

= ——:] . :
+.., Russian Federation

Location

55.7558° N, 37.6173° E

0

Notes 8
CONFIDENCE
2008
(A XX
L X N
2080

Reports

High

High

Medium

High

High

26

RA
|

| £ Edit

ATTRIBUTES @

Sources

FIRST SEEN

2023-1-02

2023-10-21

2023-09-14

2023-08-30

2023-08-18

#

Q ﬁ Alex Mercer
- Analyst
<+ Add indicator A\ Raise alert
<> View raw
“name"”: “Threat Actor Cobalt”,

"typa”: "organization”,
“confidence”: “high®,
“first_seen": "2017-84-12",
“last_seen": "2824-85-18",

“"country_of_origin®: “RU",

"motivation”: ["espionage®, "financial_gain”],

"target_sectors”: [“government”, “"defense”, "it"],

"resource_level”: “high",

"copabilities”: [“malware”, "phishing”, "lateral_movement" ]

14 N Filter

LAST SEEN STATUS ACTIONS
2024-05-10 @ Active O] Eb :
2024-05-09 ® Active ® @
2024-05-08 @ Active O] @ .
2024-05-07 ® Active O] Eb ‘
2024-05-06 ® Active 'O} E‘,] :

5 £

Rows per page:



Classification marking bar 165
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@ ntelWatchtower Q Search

Workspace switcher

(ovegdew Indicators
Missions
S Cases All Active Inactive Type v
9O)  Entities Value Type Confidence Linked entity Active
@ Indicators 185.220.161.42 IP_ADDRESS LOW Threat Actor Cobalt Deactivate
@ Observations cobalt-c2.example.net DOMAIN MODERATE Threat Actor Cobalt Deactivate
O Alerts a94f2b..e21 (SHA-256) URL HIGH Threat Actor Cobalt Deactivate
[S) Reports a94f2b..e21 (SHA-256) FILE_HASH HIGH Threat Actor Cobalt Inactive Deactivate
@ Sources ops@example.org EMAIL HIGH Threat Actor Totor Deactivate
= Requirements .inna.rg SIGNATURE HIGH Threat Actor Cobalt Inactive Deactivate
(4 Tasks 48c66bf3a27-63e5.86c85d77581.. | BEHAVIOR CONFIRMED  Threat Actor Inactive Deactivate
6o Common Operating Picture ops2@examplel@example.com BEHAVIOR CONFIRMED  Threat Actor Inactive Deactivate
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SECRET // NOFORN

£} Global Operations v

Q. Search

T (<

£

Alerts Raise alert
Severity Open Triaged Escalated Resolved False positive

Severity Title Status Entity Detected at

CINFO ) Cobalt C2 beaconing detected OPEN Cobalt Name 2022, 5:03 AM Triage = Escalate to case
F LOW Unusual travel pattern detected TRIAGED Mlaak Name 2022, 3:03 AM Triage  Escalate to case
Indicator match on node cluster ESCALATED Shaax Name 2022, 3:03 PM Triage  Escalate to case
@ Entity threat score elevated ESCALATED Shaax Name 2022, 3:03 PM Triage Escalate to case
':E—W] Unusual travel pattern detected ESCALATED Mlaak Name 2022, 3:03 PM Triage  Escalate to case
Entity threat score elevated _RESOLVED Shaax Name 2022, 3:03 PM Triage  Escalate to case
:j::-_-.::RITICAi.W_\_‘ Entity threat score elevated FALSE_POSITIVE | Shaax Name 2022, 3:03 PM Triage Escalate to case




&)

Alerts

Triage alert X
Cobalt C2 beaconing detected | CRITICAL | | SECRET |
Status
[ TRIAGED v J
Triage notes TRIAGED W
) ESCALATED
Analyst notes are tailed to intt Threat Actor
RESOLVED Cobalt
Couplst notes are formated in EALSE POSITIVE
- Indicator
SUPPRESSED cobalt-c2.example.net
Cancel Update alert

€
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Overview
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Alerts

Reports

Sources

Requirements

Tasks

Common Operating Picture

Missions

All Planning Active

Ready

Operation Nightwatch SECRET

Codename: Night

IMMEDIATE

Start End
Sep 25, 2023 - Oct 16, 2023

(@ Cases-4 Reports-2

Op Tron Veil TOP SECRET

Codename: Biton A

(ACTIVE )  PRIORITY

Start End
Sep 23,2023 ~ Jun 16, 2023

B Cases-4 [5 Reports -2

Op Silent Harbor

Measamarmsess .ol

SECRET // NOFORN

Paused Completed Aborted

Op Silent Harbor TOP SECRET

Codename: Harbor

PLANNING PRIORITY

Start End
Sep 24,2023 ~ Jun 16, 2023

[ Cases-4 Reports- 2

Op Iron Veil TOP SECRET
Codename: Stcentiil

(‘READY )  PRIORITY

Start End

Sep 23,2023 ~ Jun 16, 2023

[ Cases:4 [3 Reports -2

Op Iron Veil

P [ i PN o et |

,9,:1, Workspace v

Q 2 M

Op Iron Veil TOP SECRET
Codename: IronVeil

PRIORITY

Start End

Sep 23,2023 -~ Jun 16,2023

B Cases-4 Reports- 2

Op Iron Veil SECRET
Codename: IronVeil

('READY ) | COMPLETED

Start End

Sep 23,2023 ~ Jun 16, 2023

@ Cases-4 [ Reports-2

Op Silent Harbor

I [P P R Ly |
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IntelWatchtower @ Workspace sw... v Q. Search n @ -

Mission DETAIL

Operation Nightwatch Codename: 6 | SECRET

(1) Dashboard

" h

Transition status v

(5 Overview o S

2. Missions LIFECYCLE

@ R . PLANNING —— READY — —> ACTIVE » COMPLETED
eports

0 Objective

~y Search

Operation Nightwatch to connuve net undersnorns of filim, protect, anrnosiry and filters from
past-atened commenter, and presiora compuntitand protections to tinght aliave.

@' Issuens

Commander: Janam Gandan time window: 09:00:00 - 12:00:00
@) Watrings

Cases 1 Reports
{o} Settings

Linked investigation cases (4)

Investigation operation Nightwatch High  Open

Investigation nunumber of: mindimation Medium Investigating

Investigation and its anclear development High  Investigating
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Workspace switcher

SECRET // NOFORN

Investigation Cases

All Open

Active

Title

Investigation: Cobalt infrastructure

Vessel tracking — Northern Star

Investigation: Fein tracking

Investigation: Cobalt infrastructure

Investigation: Cobalt infrastructure

Investigation: Cobalt infrastructure

Vessel tracking — Northern Star

Investigation: Cobalt infrastructure

Pending review

Reference

CASE-2031

CASE-2048

CASE-2049

CASE-2050

CASE-2031

CASE-2042

CASE-2048

CASE-2048

Q. Universal search

Closed

Priority
_ ROUTINE |

"PRIORITY |

_ PRIORITY |

IMMEDIATE

IMMEDIATE

IMMEDIATE

FLASH

FLASH

Archived

Status

OPEN

( PENDING_REVIEW )

CLOSED

CLOSED

CLOSED

CLOSED

Lead analyst

John Name

John Mame

John Name

John Name

John Mame

John Name

John Name

John Mame

Mission

Mission

Mission

Mission

Mission

Mission

Mission

Mission

Tags

routine na...

routine na...

Tags  sam...

same  Tag..

same  Tag..
Tame  Tag...
same
Teme

Opened

Oct 29, 2022

Oct 29, 2022

Oct 29, 2022

Oct 29, 2022

Oct 29, 2022

Oct 29, 2022

Nov 17, 2022

Nov 17, 2022
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Case DETAIL

SECRET // NOFORN

Q Search

Investigation: Cobalt infrastructure (CASE-2031) | IMMEDIATE

cobalt 7 network

Lead analyst: J. Rivera

Journal Alerts

NOTE 12:30
J. Rivera, 12:30

@ OBSERVATION 12:44

M. Chen, 12:44

@ ANALYSIS 13:05
J. Rivera, 13:05

® DECISION 13:20
A. Park, 13:20

& ACTION 13:41
M. Chen, 13:41

@ EVIDENCE 14:02
J. Rivera, 14:02

Opened case on suspected Cobalt C2 infrastructure.

Beacon traffic observed to cobalt-c2.example.net.

[ recon-photo-042.jpg.

Correlated the beacon pattern to known Cobalt 10Cs.

Escalated to active investigation.

Tasked SIGINT-Station-Bravo to intercept.

Attached intercept log.
19 intercept-log.pdf.

Add journal entry

g € I

" ACTIVE |

Close case



Case detail page

*  InteiWatchtower

e

MODAL

(“4ee ¢ Addjournal entry
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Kind

[ OPEN S ]

MOTE
OBSERVATION
AMALYSIS
DECISION
ACTION
EVIDENCE

WUl VEU dITUHIVUSL 2digliile dulVily UVED Yliu seLiul wbidviu. gl
assessment suggests preparatory movements. Recommending
immediate drone reconnaisste and signals intelligence sweep to verify.
Cross-referenced with historical data on similar patterns in the region.
Urgency high.

(Y sat-image-042.tiff - 4.2 MB (]

Cancel
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SECRET // NOFORN

IntelWatchtower Workspace switcher v Q Search o @ <
(@) Overview .
Intelligence Reports New report
(@) Missions
(C) Cases Type v Status v
D'J By w
Entities

B Title Type Status Classification  Mission Author Created
_J'l,‘__ .
~ Indicators

Eastern Sector SITREP SITREP DRAFT SECRET Mission 1 John Garson  Feb 12, 2023
(© Observations

Cobalt Network Assessment INTSUM SECRET Mission2  John Garson  Feb 12, 2023
I\ Alerts

Vessel Movement Spot Report SPOT_REPORT DRAFT SECRET Mission 3 John Gtan Release
(3) Reports

v o 2

@ Sources Vessel Movement Spot Report ASSESSMENT SECRET Mission 4 Josh Risin elease
o~ Requirements Cobalt Network Assset Spot Report ASSESSMENT SECRET Mission 5 John Garson  Jan 13, 2023
RESS Cobalt Network Assessment ASSESSMENT ~ (RECALLED ) | SECRET Mission6  John Garson  Jan 13, 2023
0o - -
ag Common Yperating EiCture Cobalt Network Assessment WARNING TOP SECRET | Mission 6 John Garson  Jan 13, 2023

Vessel Movement Spot Report WARNING SECRET Mission 6  John Risin Jan 13, 2023
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Report DETAIL / read-back

Operation Nightwatch
Eastern Sector SITREP  intsum RELEASED :
ase
CASE-2031
Summary
Adversary activity in the Eastern Sector increased over the past 24 hours. Author Released
Cobalt-linked infrastructure remains active. M. Chen 15 May 14:10
Attached file
Body
W sitrep-eastern.pdf
Assessment
Confidence is HIGH based on three corroborating sources.
o I
New C2 domain increased-c2.example.net oseirved.
Indicators

New C2 domain cobalt-c2.example.net observed.

New C2 domain cobalt-c2.example.net observed.
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Open Alerts — 23 A 4 Urgent

5 critical W

Active Missions — 7

N Progress co—
N/ Status [ Status

Open Cases — 12

Status overview (Steel file:)

Priority alerts

> @3 Suspicious vehicle activity 2m ago
M85 near FOB Alpha

o
o

' nomaly detected, 14m ago
HIGH Signal a y
Sector /

Unscheduled drone 31m ago
HIGk detected, Perimeter W

A E T

Cases COP

f

Qverview Alerts

T ———————

L



< Alert SECRET

CRITICAL

Cobalt C2 beaconing
detected

Detected 14:32 (OPENY

Entity Threat Actor Cobalt

Indicator = cobalt-c2.example.net

Description is tn Cobalt C2 beaconing
detected on timon, hetaser, actars
beaconed indinvalnetignent anator of
cobalt C2 beaconing, this has been
ungely ovcorroadiance.

Triage

( Escalate to case >
[

Open — Triaged — Escalated - Resolved

o0 8 O ®

-

Overview Alerts active Cases COP
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Workspace: Global Operations v

Watchtower Overview

Active Missions Open Alerts

7 2 3 5 critical

Alerts by severity
20
15
10
5 .
’ il
1 2 3 4 5

Priority alert triage
Alert name

Crittical Operation
Deterrning coninternation

Active Alerts

Micecinmn Onaraticn

Tracked Entities

12 148

Open Cases

Sources by discipline

40

30

DIIIIII.

HUMINT SIGINT GEOINT OSINT IMINT MASINT CYBER

2

=)

1

=

Alert name Date
Jermita Patgrater May 16, 1:00 PM

Banan Marsiner Feb 13, 3:00 AM

Kovana Conpiance May 17, 1:00 PM

Intal\Watehtrwer Mane 17 700 ARA

Active Sources Pending Tasks

31 9

Missions by status

25
20
15
10
| in
0
User Low Status Prior Missions
Severity Classification
Critical TOP SECRET
High SECRET
Medium CONFIDENTIAL

MMadinim COMNFIDEMTIAL
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Dashboard

Overview

Features

Management

Motifications

Iteers
Security
Oeperations

Settings

Workspace switch

MAIN CONTENT

() Search search...

Feed health — SIGINT-Station-Bravo

Total feeds Connected
5) 4

FEED
Bravo-Primary (CONNECTED )

308 -

Ingest count

Last ingest 12m ago
endpoint: intel..com, data, format

Record ingest

FEED
: N EATER
Bravo-Primary ( CONNECTED )

348 e

Ingest count

Last ingest 12m ago
endpoint: main.com, data, format

Record ingest

Stale Error
1 1
Bravo-Backup STALE

1.26 g

Ingest count

Last ingest 12m ago
endpoint: mmein.com, data, format

Record ingest EHE =

FEED
Bravy-East CONNECTED

248
Ingest count /\/\/

Last ingest 12m ago
endpoint: main.com, data, format

Record ingest I -

o 6w

24h ingest

18.2k records

(ERROR)

_,_/\/\

Relay-East
18.2k

Ingest count

Last ingest 12m ago
endpoint: mman.com, data, format

Record ingest I -

FEED

( DISCONNECTED )

/M

Relay-East
18.2k

Ingest count

Last ingest 12m ago
endpoint: main.com, data, format

Record ingest 1 -



© IntelWatchtower

APP CHROME

() Tasks
<7 Interations
2. Completions

@, Mentors

[5) Analysts

) Exports

{03 Settings

Workspace switcher

Collection Task

& SIGINT-Station-Bravo

Identify yoe analyst to asapate the task infrastructuret ler. This senuity Cobalt C2 networks eanatre to ensure, tiown, and

SECRET // NOFORN

Q. Search

> |dentify Cobalt C2 infrastructure

infrastructure anurnartze to identify Cobalt C2 infrastructure.

Collection window: Start: 2021-01-11 - End date; 2021-01-13

PENDING

== DISPATCHED —% COLLECTING 4

Complete task

Result summary

' T e !
Realistic summary in an analyst text oern in a
couple-produced observation. |

s A
Links the DerUCEd observations.

Cancel Mark completed

MODAL

COMPLETED



Raise alert

Title

Suspicious beaconing from node cluster

Severity

o

| HIGH

Classification

SECRET

Entity

Threat Actor Cobalt

Indicator

cobalt-c2.example.net

Mission (optional)

Optional..

Description

Suspicious beaconing from node cluster

Raise alert
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IntelWatchtower Fusion Cell —Watch Floor ~ | (Q Search entities, indicators, cases (SECRET // NOFORN) Ove Gl

-
@) Missions T IntelWatchtower Assistant X
MV KESTREL SPUR |
E Cacec > . Context: Entity — MV KESTREL SPUR
(VESSEL ) ( MODERATE ) ( CONFIDENTIAL ) _
S— - 812 credits left
| ; Last seen 30 Jul 2026, 04:12 UTC 17 Summailse Whet We ko abaut
H  Indicators this vessel and what is unresolved.
72 Aliases:  KESTREL SPUR, HULL 4471
@ Observations Threat score Position  12.9716 N, 80.2455 E » Four indicators active; AlS-gap
signature fired twice this week.
I\ Alerts B » Two alerts open, both attached
g to case CASE-2026-0
Alerts
@ Reports
Sources Type \EV Confidence Active Valid until
P GEO_COORDINATE 12.9716,80.2455,3 HIGH Active 12 Aug 2026
~v— Requirements
SIGNATURE AIS gap > 6h MODERATE  Active  —
Tasks
@ DOMAIN kestrel-charter.example LOW Active 02 Sep 2026

@ Common Operating _
Picture FILE_HASH 9cif...a7e2 MODERATE  Inactive 18 Jul 2026
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Alerts triage queue

Open

& Fusion Cell — Watch Floor v |

Escalated

R —

Q) Search entities, indicators, cases

( Auto-raised today

( SECRET //NOFORN | L3

False positive rate

18 4 6 —n/a
All | Open | Triaged | Escalated | Resolved | False positive | Suppressed Severity: All v Raise alert
Alert Severity Status Origin Entity Detected Actions
Auto-detected match on :
@ indicator (GEO_COORDINATE)  MEDIUM_  OPEN indicator VIV KESTREL /.o y1c  Triage-
SPUR Escalate
Auto-raised
Auto-detected match on ORION s
detection rule {Auto-raised s 2Rl e LogisTics LLe 9347 UTC
Repeated AlS gap in AOI MV KESTREL  Yesterday
ALPHA (Anaiyst HIGH TRIAGED ERIVE] SPUR 22:10
Unattributed drone sighting, Yesterday
grid 43R Analyst LOW OPEN Manual 19:02
Auto-detected match on
indicator (FILE_HASH) MEDIUM  FALSE_POSITIVE Indicator — 2 days ago

Auto-raised

Auto-detected
match on indicator
(GEO_COORDINATE)

Auto-raised Preview

Entity
MV KESTREL SPUR

Delivery
MV KESTREL SPUR

Address:

MV KESTREL SPUR
-20.2.03.333.6119

Indicator (GEO_COORDINATE)
unolowtzristinm35

ORION LOGISTICS LLC

Detected
04:12 UTC

Status
Auto-raised

Drawer
MV KESTREL SPUR

Dognifications

Detected
2 days ago

Done

VT



IntelWatchtower

085 Overview
Missions
(3 Cases
Entities
1 Indicators
@ Observations
L\ Alerts
(3) Reports

Sources

o<
||

— Requirements

() Tasks

@ Common Operating
Picture

ER——

Fusion Cell — Watch Floor v () Search entities, indicators, cases

Entities / ORION LOGISTICS LLC / Link analysis

Depth Relationship types

- 2 |+ ASSOCIATE_OF COMMUNICATED_WITH BEEelelNi=n I YRR e\" "\

(:N‘lﬂs O {Dc'q?‘g
HULL 4471 ‘““"?‘

©
&) =
lﬁf/i “'3";1@ .. pSSOCIATE of BERTH 7,
£ O.-"‘" — @ ENNORE
<
g MV KESTREL A. RASHID .
SPUR \
| 4 =
, ORION O
O B i | LOGISTICS g
SHELL CO. &
VERTEX ~
&
Y, ol y
N BERTH 7,

~O) Ny O ENNORE

kestrel-charter.
example

Node color O

Entity - Indicator - Alert AlS gap > 6h

" LOW confidence

Open in search

SECRET J/NOFORN = Lo (vT

Open in search

Min confidence: MODERATE Classification

—— CONFIDENTIAL

Selected edge

Type FINANCED_BY
Confidence MODERATE
Classification = CONFIDENTIAL
Directed yes

Observed 14 Jul 2
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Fusion Cell — Watch Floor +

Reports

Title

INTSUM 30 JUL — Ennore approaches
SITREP 29 JUL — AIS gap cluster

Warning — berth 7 pattern change

QU Search entities, indicators, cases

SECRET // NOFORN LP VT

Type

INTSUM

SITREP

WARNING

Status

DRAFT

RELEASED

RECALLED

Classification

CONFIDENTIAL

CONFIDENTIAL

SECRET

New report X

Classification

~ | [ CONFIDENTIAL v

Type

[ INTSUM
SITREP >
INTSLIM Classification is set by you — never inferred.
ASSESSMENT
WARNING
SPOT_REPORT

INTSUM 30 JUL — Ennore approaches

Mission Case

OP NORTHWATCH v CASE-2026-0143 v

Summary
Two corroborating indicators fired against MV KESTREL
SPUR within six hours, both tied to berth 7 at Ennore.

Assistant draft — review before release

Body

Intelligence-assessment prose is twaft about six
hours at both tied to berth 7 at Ennore.

Intelligence-assessment pre-against MV KESTREL SPUR
within both tied to berth 7 at Ennore.

Intelligence-assessment prose is actuallying iriveatigh
intellicence-zon tornance.

@ Attached file: kestrel-spur-berth7-annex.pdf

Save as draft
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Fusion Cell—Watch Floor v | Q Search entities, indicators, cases ('secreT//NoFORN | L (v

Entities / ORION LOGISTICS LLC

[ Preview — proposal engine not enabled in this workspace

ORION LOGISTICS LLC Duplicate candidates (2)

ORGANIZATION = (HIGH ) ( CONFIDENTIAL | "5
= ' ORION LOGISTICS L.L.C. — shared indicator

ke kestrel-charter.example - 0.91
,' . L Review merge
64 ¢ 81 .
ORION LOGISTIK LLC — alias +
Analyst score Proposed score co-located berth - 0.74
Set by V. Thiagarajan - 22 Jul 2026 Not applied — Review merge

Merges are reversible and preserve both lineages.

Why 81

Indicator density — 9 active IOCs
Alert severity history — 2 HIGH in 14 days
Relationship reach — 11 edges, depth 2

Observation recency — 4 h since last sighting

Accept proposal Reject

Accepting writes 81 to the analyst score and records your decision.



IntelWatchtower  Fusion Cell — Watch Floor v W Q Search entities, indicators, cases [SECRET I NOFORN] o G

Overview Overview

Missions ( & Preview — scheduled watch loop not enabled in this workspace

Cases ‘ Open alerts [ Escalated Active sources Stale feeds ‘ | Overdue requirements Active missions

®
B
& Entities
++
©
Q

Pl (5
cleglor Shift handover — 30 Jul, 00:00 to 08:00 UTC P Run ledger
_ Sweep completed 08:02 UTC - 6 findings - 1,240 tokens _ )
Observations | Runid: wi-2026-0730-0800
FEED STALE  — COASTWATCH-04 has not ingested since 03:12 UTC (4 h 50 m)  Accept  Dismiss | Authority:  watch-ioop service actor
2 Alerts Model: configured provider
|
=% - ismi Tokens: 1,240
@ REle’tS ALERT AGED 3 HIGH alerts still OPEN beyond 6 h Accept Dismiss
Budget remaining: 8,760
() Sources DUPLICATE — Alert #4471 looks like a duplicate of #4468 (same indicator) Accept  Dismiss Outcome: completed
— . : : = Ledger and budget caps are prerequisites
v— Requirements REQUIREMENT OVERDUE — PIR-2026-018 due 28 Jul, no tasking dispatched Accept  Dismiss for enabling the loop.
@ Tasks ENTITY NEW — 2 entities created with no indicators attached Accept Dismiss

@ Common Operating Picture MISSION CHANGE  — OP NORTHWATCH moved PLANNING to ACTIVE at 05:40 UTC | Accept | | Dismiss

Findings are proposals. Nothing on this list was changed for you.
.
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Developer Portal

API Keys

Fusion Cell — Watch Floor Q. Search entities, indicators, cases

Al agent access (MCP)

Drive IntelWatchtower from your own Al client, as yourself.

Tool surface Primary button
Domain Tools
Sources list, get, create, update, retire destructive
Feeds create

Requirements list, create

Tasking list, create, transition

Observations list, record

Missions list, get, create, transition
Entities list, get, create, update
Indicators list, create, deactivate

Alerts list, raise, transition

Cases list, get, create, add entry, close
Reports list, create, release  destructive
Health health

=
/\ Confirmation gate: off
Destructive tools are annotated but execute
without a confirm flag in this build.

Require confirmation @

SECRET //NOFORN = LU (VT

s
Tools Resources ‘ Prompts

36 4 2

‘ Connection

Transport: stdio (default) - HTTP on
127.0.0.1:3000

Auth: your own identity via platform
sign-in

Workspace endpoint: workspaces
GraphQL gateway

Permissions: inherited from your roles

mCP client = { U
command: "stdioclient",
args: "/apisos.ever/package.notun
env: [
"MHORRNING_EVEF/wrcapecktower’S

| Guided prompts

collection-setup — stand



